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HQFRXQWHUHUURUV&RPLQJDORQJZLWKWKHXQLTXHQHVVRI09%&GHYHORSPHQWVRPHGLVWLQFWLYHIHDWXUHVVKRZXS
LQ09%&SURMHFWFRPSDUHGZLWKJHQHUDOVRIWZDUHGHYHORSPHQW
7KLVSDSHUSURSRVHGDULVNLGHQWLILFDWLRQIUDPHZRUNWRH[SORUHWKHGLIIHUHQFHRI09%&IURPRWKHUJHQHUDO
HPEHGGHGVRIWZDUHSURMHFWV$TXHVWLRQQDLUHZDVIRUPHGDIWHUDFDUHIXOYLHZRIWKHILOHVRIGHYHORSPHQWILOHV
WKHQ WKH VXUYH\V ZHUH FRQGXFWHG LQ WKUHH HPEHGGHG VRIWZDUH SURMHFWV09%& $HURVSDFH DQG (QFU\SWLRQ
$IWHUNLQGVRIDQDO\VLVRQ WKHTXHVWLRQQDLUH VRPHXQXVXDODQGUHPDUNDEOHFRQFOXVLRQVFDQEHGUDZQE\ WKH
FRPSDUDWLYHDQDO\VLV

5LVNV3UHLGHQWLILFDWLRQ
3RSXODU ULVNFKHFNOLVWVZRXOG OLNH WR WUHDW WKHFDWHJRULHVDVDYLHZRI WRSPDQDJHUV OLNH WKH OLVWRI/LQGD
:DOODFHLVFRPSRVHGRI7HDPULVN2UJDQL]DWLRQDO(QYLURQPHQWULVN5HTXLUHPHQWVULVN3ODQQLQJDQG&RQWURO
ULVN8VHU ULVN &RPSOH[LW\ ULVN>@ 7KH VKRUWFRPLQJ RI WKLV FDWHJRU\ LV WKDW LW SUHVHQWVPRUH SHUVSHFWLYH RI
PDQDJHPHQWEXWQRWWHFKQRORJ\ZKLFKLVPD\EHWKHPRVWLPSRUWDQWIDFWRULQHPEHGGHGVRIWZDUHGHYHORSPHQW
$IWHU D FDUHIXO FKHFN RI WKH09%& SURMHFW ILOHV LQFOXGLQJ FRQIHUHQFH PDWHULDOV IDXOW GDWDEDVH SURMHFW
UHFRUGVZHIRXQGGR]HQVRIUHFRUGVFRQFHUQLQJDERXWKDUGZDUHWHVWLQJDQGWHDPZKLFKLVWKHQRWDEOHIHDWXUHV
RIHPEHGGHGVRIWZDUH6RZHH[SDQGHGWKHFDWHJRULHVRIFKHFNOLVWDVHLJKWLWHPV5HTXLUHPHQWV'HVLJQ8VHUV
7HFKQRORJ\ 7HVWLQJ +DUGZDUH 7HDP DQG 3URMHFW 7KH IRXU VXSSOHPHQWDO FDWHJRULHV +DUGZDUH 7HVWLQJ
7HFKQRORJ\DQG7HDPFDQEULQJIRUZDUGVRPHFKDQJHVRI(PEHGGHGVRIWZDUHGHYHORSPHQW
7KH TXHVWLRQQDLUHV ZHUH FROOHFWHG LQ WKUHH LQVWLWXWLRQV 7VLQJKXD 8QLYHUVLW\ $HURVSDFH ,QVWLWXWLRQ DQG
(QFU\SWLRQ VRIWZDUH FRPSDQ\ 7KH LQYHVWLJDWRUV ZHUH DVNHG WR LGHQWLI\ DOO ULVNV KDSSHQHG LQ WKHLU UHFHQW
HPEHGGHGVRIWZDUHGHYHORSPHQW(LJKW\FRPSOHWHTXHVWLRQQDLUHVZHUHUHWXUQHGIRUIXUWKHUDQDO\VLV
4XHVWLRQQDLUH$QDO\VLV
3.1. Top 10 Risks 
7RS ULVNV 7DEOH DUHSXW IRUZDUGE\ WKH IUHTXHQF\7KH ILUVW LWHP LVGHSHQGLQJRQD IHZNH\ VWDII
ZKLFKVKRZVWKHQHHGHGGHYHORSHULVVWLOORIWKHXWPRVWLPSRUWDQFH7KHVHFRQGLWHPDQGWKLUGLWHPDUHERWK
DERXW+DUGZDUHLQGLFDWLQJWKHLPSRUWDQFHRIKDUGZDUHLQ09%&GHYHORSPHQW7KHUHDUHWZRULVNVFRQFHUQLQJ
DERXW 5HTXLUHPHQWV UDQNLQJ LQ WKH WK DQG WK LQ WKH OLVW ZKLFK LV DOVR GLIIHUHQW IURP JHQHUDO VRIWZDUH
GHYHORSPHQWZKRVH5HTXLUHPHQWVULVNVXVXDOO\UDQNLQWKHWRSRIWKHOLVW>@
7DEOH7RS5LVNV
5DQNLQJ 5LVN 5LVN&DWHJRU\
 'HSHQGRQDIHZNH\VWDII 7HDP
 1HHGHGKDUGZDUHQRWRQSRVLWLRQ +DUGZDUH
 %DGKDUGZDUHTXDOLW\ +DUGZDUH
 1RWHQRXJKWHVWLQJVFHQDULRV 7HVWLQJ
 ,QFRUUHFWUHTXLUHPHQWV 5HTXLUHPHQWV
 1RWHQRXJKWHVWLQJWLPH 7HVWLQJ
 8QUHDOLVWLFVFKHGXOHV 3URMHFW
 3HUVRQQHOVKRUWIDOOV 7HDP
 'HYHORSHUVDUHQRWIDPLOLDUZLWKUHTXLUHPHQWV 5HTXLUHPHQWV
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 1HZKDUGZDUH +DUGZDUH

3.2. Frequency and Impact Strength  
5LVNFRQVHTXHQFHVDUHPHDVXUHGE\WZRLQGH[HVIUHTXHQF\DQGLPSDFWVWUHQJWK)UHTXHQF\LVWKHWLPHVWKDW
WKHULVNVKDSSHQHGLQ09%&GHYHORSPHQW,PSDFWVWUHQJWKLVWKHFRQVHTXHQFHVRQFHWKHULVNVKDSSHQHGLQWKH
VRIWZDUH GHYHORSPHQW 7KHVH WZR LQGH[HV PHDVXUH WKH ULVNV LQ WZR GLIIHUHQW YLHZV 7R SXW IRUZDUG D
FRPSUHKHQVLYHUDQNLQJRIWKHFRQVHTXHQFHVRIGLIIHUHQWFDWHJRULHVRIULVNVLQ09%&SURMHFWZHFRPELQHGWKH
UDQNLQJRIWKHVHWZRYLHZVE\WR
,Q 7DEOH  +DUGZDUH UDQN WKH ILUVW LQ DOO FDWHJRULHV PDLQO\ EHFDXVH RI WKH KLJKHVW LPSDFW VWUHQJWK
5HTXLUHPHQWVUDQNWKHWKLUGPDLQO\EHFDXVHRIWKHKLJKHVWIUHTXHQF\DQGWKHPRVWVLJQLILFDQWGLIIHUHQFHLVWKH
UDWKHU ORZLPSDFWVWUHQJWKFRPSDUHGZLWKWKHSHUIRUPDQFHRIUHTXLUHPHQWV LQJHQHUDOVRIWZDUHGHYHORSPHQW
$QRWKHUQRWDEOHGLIIHUHQFHLVWKDW8VHUVUDQNWKHODVWLQWKHOLVWZKLFKVKRZWKDWWKHXVHUVDUHQRWSOD\LQJYHU\
LPSRUWDQWUROHVLQ09%&GHYHORSPHQW
7DEOH&RPSUHKHQVLYH5DQNLQJ
 5HTXLUHPHQWV 'HVLJQ 8VHUV 7HFKQRORJ\ 7HVWLQJ +DUGZDUH 7HDP 3URMHFW
)UHTXHQF\        
,PSDFW6WUHQJWK        
5DQNLQJ        
(LJKWFDWHJRULHVDUHGLYLGHGLQWRIRXUSDUWVE\WZRGLPHQVLRQVRI)UHTXHQF\DQG,PSDFW6WUHQJWK)LJXUH
3DUW,KLJKIUHTXHQF\DQGKLJKLPSDFWVWUHQJWKLVKLJKO\GDQJHURXVLQFOXGLQJWKUHHFDWHJRULHV+DUGZDUH
7HDPDQG7HVWLQJ3DUW ,,KLJKIUHTXHQF\DQG ORZ LPSDFWVWUHQJWK LVPHGLXPLPSRUWDQW LQFOXGLQJ MXVWRQH
FDWHJRU\5HTXLUHPHQWV3DUW ,,, ORZIUHTXHQF\DQG ORZ LPSDFW VWUHQJWK LV VOLJKWO\ LPSRUWDQW LQFOXGLQJ WKH
RWKHUIRXUFDWHJRULHV'HVLJQ3URMHFW7HFKQRORJ\DQG8VHUV
&RPSDUHGZLWKRWKHUJHQHUDOVRIWZDUHTXHVWLRQQDLUHDQDO\VLV5HTXLUHPHQWVDQG8VHUVDUHIDUIURPWKHNH\
UROHV LQJHQHUDOVRIWZDUHGHYHORSPHQW,QVWHDG+DUGZDUH7HVWLQJDQG7HDPSOD\WKHPRVW LPSRUWDQWUROH LQ
09%&SURMHFWZKLFKLVDGLVWLQJXLVKLQJIHDWXUH
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)LJFODVVLILFDWLRQE\WZRGLPHQVLRQV
3.3. Risk Perceptions of Different Characters 
7KHFKDUDFWHUV LQ VRIWZDUHGHYHORSPHQW DUHXVXDOO\GLYLGHG LQWRPDQDJHUV DQGGHYHORSHUV7KHPDQDJHUV
XVXDOO\GHDOZLWKUHTXLUHPHQWVSODQVFKHGXOHEXGJHWSURMHFWPDQDJHPHQWDQGWHDPPDQDJHPHQWZKLOHWKH
GHYHORSHUVPDLQO\ GHDOZLWK WKH IXQGDPHQWDO FRGLQJ KDUGZDUH GHVLJQ DQG WHVWLQJ7KH\ZLOO KDYH GLIIHUHQW
SHUFHSWLRQVRIGLIIHUHQWULVNVIRUWKHUHDVRQWKDWWKHLUVFRSHRIZRUNDUHGLVWLQFW>@
7DEOHVKRZVWKHQXPEHUDQGLPSDFWVWUHQJWKLGHQWLILHGE\WKHVHWZRFKDUDFWHUV7KHPDQDJHUVLGHQWLILHG
PRUH ULVNV WKDQ WKH GHYHORSHUV  WR PHDQLQJ DPDQDJHUZLOO EH IDFHGZLWK WKUHH H[WUD ULVNV WKDQ D
SURJUDPPHU+RZHYHUWKHGHYHORSHUZLOOWUHDWZLWKWKHULVNPRUHVHULRXVO\IRUWKHLULPSDFWVWUHQJWKLVPXFK
KLJKHUWKDQWKDWRIPDQDJHUV
7DEOH1XPEHURI,GHQWLILHG5LVNVDQG,PSDFW6WUHQJWK
&KDUDFWHU 1XPEHURI,GHQWLILHG5LVNV ,PSDFW6WUHQJWK
0DQDJHUV  
'HYHORSHUV  
)LJXUHVKRZVWKHGLIIHUHQWSHUFHSWLRQVEHWZHHQWKHVHWZRFKDUDFWHUVE\WKHQXPEHURILGHQWLILHGULVNV7KH
PDQDJHUV FDQ WHOO PRUH ULVNV FRQFHUQLQJ DERXW 5HTXLUHPHQWV 8VHUV 7HVWLQJ 7HDP DQG 3URMHFW ZKDW DUH
PDLQO\WKHZRUNUDQJHRIWKHPDQDJHUV'HVLJQDQG+DUGZDUHDUHLGHQWLILHGPRUHIUHTXHQWO\E\WKHGHYHORSHUV
WKDQWKHPDQDJHUV
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
)LJ1XPEHURI,GHQWLILHG5LVNV

)LJ,PSDFW6WUHQJWK
)LJXUHVKRZVWKHGLIIHUHQFHRILPSDFWVWUHQJWKHYDOXDWHGE\GHYHORSHUVDQGPDQDJHUV7RWDOO\VSHDNLQJ
WKHGHYHORSHUVWUHDWHDFKULVNPRUHVHULRXVO\WKDQWKHPDQDJHUVHVSHFLDOO\LQ7HFKQRORJ\8VHUV3URMHFWDQG
GHVLJQ:HFDQFRQFOXGHWKDWWKHGHYHORSHUVDUHDOZD\VDOLWWOHH[DJJHUDWHGZKHQIDFLQJZLWKWKHSUREOHPVLQ
WKHGHYHORSPHQWOLIHF\FOH
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3.4. More Analysis Compared with Survey of Aerospace and Encryption 
:H FRQGXFWHG WKH VDPH VXUYH\ LQ WZR RWKHU (PEHGGHG VRIWZDUH GHYHORSPHQW $HURVSDFH VRIWZDUH DQG
(QFU\SWLRQVRIWZDUH7KHUHDUHTXHVWLRQQDLUHVIRU$HURVSDFHDQGTXHVWLRQQDLUHVIRU(QFU\SWLRQFROOHFWHG
IRUIXUWKHUFRPSDUDWLYHDQDO\VLV
7DEOHVKRZVWKHGLIIHUHQFHRIWKHULVNVUDQNLQJLQWKHVHWKUHHVXUYH\V5HTXLUHPHQWVDQG'HVLJQDUHRIWKH
VDPH LPSRUWDQW SRVLWLRQ LQ$HURVSDFH VRIWZDUH DQG(QFU\SWLRQ VRIWZDUHZKLOH+DUGZDUH DQG7HDPDUHQRW
WKDWLPSRUWDQW7KHVLJQLILFDQWGLIIHUHQFHFDQEHGLVFRYHUHGIURPWKLVOLVWHVSHFLDOO\IURPWKHWRSDQGERWWRP
RIWKHOLVW
7DEOH5LVNV5DQNLQJDPRQJ7KUHH6XUYH\V
5LVN&DWHJRU\ 09%& $HURVSDFH6RIWZDUH (QFU\SWLRQVRIWZDUH
5HTXLUHPHQWV   
'HVLJQ   
3URMHFW   
7HVWLQJ   
8VHUV   
7HFKQRORJ\   
7HDP   
+DUGZDUH   
7R H[SORUH IXUWKHUGLIIHUHQFH EHWZHHQ WKHVH WKUHHSURMHFWV WKHGLVWULEXWLRQV RI HDFK FDWHJRU\RI ULVNV DUH
EURXJKWIRUZDUGE\OLIHF\FOHFRPSRVLQJRIIRXUSKDVHVUHTXLUHPHQWVGHVLJQGHYHORSPHQWDQGWHVWLQJ
)LJXUHDVKRZVWKHGLVWULEXWLRQRI5HTXLUHPHQWVLQWKHOLIHF\FOH7KHUHTXLUHPHQWVRI09%&LVORZHU
WKDQ$HURVSDFHDQG(QFU\SWLRQVRIWZDUHDQGLWLVVLPLODUWR'HVLJQZKLFKLVVRIDUDZD\IURPWKHEURNHQOLQHV
RI$HURVSDFHDQG(QFU\SWLRQ

)LJD5HTXLUHPHQWVE'HVLJQ
3URMHFWULVNVRI09%&LVVWLOOORZHUWKDQ$HURVSDFHDQG(QFU\SWLRQZKLOHLWLVFKDQJHGIRU7HVWLQJULVNV
WKHILUVWWKUHHSKDVHVRI09%&ORFDWLQJKLJKHUWKDQ$HURVSDFHDQG(QFU\SWLRQVKRZQLQ)LJXUH
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
)LJD3URMHFWE7HVWLQJ

)LJD8VHUVE7HFKQRORJ\
)LJXUHDVKRZVWKHFRPSDULVRQRI8VHUVULVNVLQWKHVHWKUHHSURMHFWV%URNHQOLQHVRI09%&ORFDWHVR
FORVHWR;D[LVVKRZLQJWKDW8VHUVULVNVRI09%&DOPRVWQHYHUKDSSHQ)LJXUHEVKRZV7HFKQRORJ\ULVNV
RI09%&ORFDWHVLQWKHPLGGOHRIWKHRWKHUWZRSURMHFWVDQGLWLVWKHKLJKHVWLQGHYHORSPHQWSKDVH
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
)LJD7HDPE+DUGZDUH
)LJXUHDVKRZVWKH7HDPRI09%&LVWKHKLJKHVWLQWKHWKUHHSURMHFWVDQG)LJXUHEVKRZVWKH
+DUGZDUHRI09%&LVKLJKHUWKDQRWKHUWZRSURMHFWVLQWKHILUVWWZRDQGWKHODVWSKDVHVLQOLIHF\FOH
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